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Total nanosatellites and CubeSats launched

Nanosats launched incl. launch failures
== CubeSats launched incl. launch failures
=== CubeSats deployed after reaching orbit
== Nanosats with propulsion modules

CubeSats launched in total units
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Source: [Erik Kulu 2021]
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What is Public Key Cryptography ?

Public key (asymmetric) cryptography uses pairs of private and public keys to encrypt or
authenticate data
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Signing Verification
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State of the Art

Uplink control of NUTS (Norwegian Cubesat)

m Investigate nanosatellite cryptography

m Symmetric key encryption

Source: [Sandesh Prasai 2012]
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State of the Art

SpooQySats: CubeSat quantum key distribution

3U Satellite Frame
and Ribs (ISIS)

Satellite Antenna
(GOMSPACE)

m Entangled photon pairs

m Symmetric key distribution

Isostatic Mount Assembly  gaellite Sub-System
Solar Panels (UNSW Canberra) (GOMSPACE)

Source: [James A. Grieve 2018]
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— tate of the Art

Examples

A security system for satellite networks by [H. S. Cruickshank 1996]:

m Asymmetric cryptography
m Certificate authentication

m Large satellite implementation
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Current State

m Able to generate cryptographic key-pairs & self-signed certificates
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m Able to generate cryptographic key-pairs & self-signed certificates

| Certificate X

General Details Certification Path

g Certificate Information

This certificate

» All issuance policies
« All application policies

intended for the following purpose(s):

Issued to: DCAS

Tssued by: DCAS

valid from 01/01/2001 to 01/01/2031

Install Certificate...| | Issuer Statement
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| Certificate

General Details | Certification Path

Show: | <All> ~
Field Walue
] version V3
] serial number o1
[&-]signature algorithm sha256ECDSA
-] signature hash algerithm sha2s6

Dlssuer

-] valid from

[E]valid to
[l ihsiect

FR, ISAE, DCAS
Monday, 1 January 2001 01:0...
Wednesday, 1 January 2031...
£p TSAF nrac

Edit Properties...

Copy toFile...
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m Signature verification implementation
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Verification

Digitally signed data
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If the hashes are equal, the signature is valid.

Next Steps
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Next Steps

m On-Ground communication testing
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' Next Steps

m Bare-metal embedding into Zedboard
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m Benchmark ECC curves for performance and memory usage
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' Next Steps

m Implementation into ISAE-SUPAERQO’s Ninano board*
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m Publish final results
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Thank you for your attention !

Feel free to contact me:
yannick.roelvink@student.isae-supaero.fr
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